FUDO PAM

BESOIACHAA PABOTA C
KPUTUHECKNMU UT-CUNCTEMAMIA
BCEIO 3A 1 lEHb
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FUDO - MMPOBOW BEHOOP PELWLEHWW ONA
NPUBUNEMMPOBAHHOIO JOCTYMNA C NYYLLEW

OUHAMUKOU PA3BUTUSA
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BPEMA OBHAPY)XXEHWUA YTEYHKU OAHHbLIX (B CPEOAHEM)

Hours Days Weeks Months Years

CTOYHMK: OTYET NO nccrnegoBaHuto ob yTedkax gaHHblx, Verizon
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YNPABJNIEHUE NPUBUNEMNMPOBAHHbBIM OOCTYINOM —
KAK 3TO?

TPAONUNOHHO B PAM-PELLEHUAX OEJTAETCA AKLUEHT HA KOHTPOIJIE
YYETHbIX OJAHHbIX...

...10 ECTb SALLUMLLAETCA BHELLUHAA CTOPOHA NEPUMETPA

FUDO PAM www.fudosecurity.com FUDO
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HO HAC MHTEPECYET CAMOE IN'1TABHOE -
PAKTUYHECKUE OENCTBUA NOJIb3OBATEJIEN

FUDO PAM — KAK BUOEOHABJIFOOEHWE OJ1A
BALLUEW CETWU, TOJIbKO JTYYLLE:

- ®PUKCUPYET BCE OJENCTBUA
- BJIIOKUPYET NOTEHUWAJIBHO OINACHYHO AKTUBHOCTDb
- NMPEAOOTBPALLAET NOOMERY MNOJIbB3OBATEJIA

- BbICTPOE PACCIJIEAOBAHVE YEPE3 TEKCTOBbIV NMOUCK

- MPOCTOW MPOLIECC 3AMPOCA PA30OBOIO JOCTYMNA
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NMPUHUUIN PABOTbI FUDO PAM

WOEHTUOUKATOP: m WOEHTUO®UKATOP:
KRZYSW ADMIN

nAPO“b: ********* nAPO“b: *********
RDP, SSH, HTTP/HTTPS RDP, SSH, HTTP/HTTPS

b [ [0

NPOCMOTP B PEXXUME KOVFI’T”_E:)%LME?AHJ"E
PEAJIbHOrO BPEMEHW
-
my[CY} 3
o
T CMELMATNCT MO 3ALUUTE AAHHbBIX

[MOJIb3OBATEJIUN
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MOJTHAA
3AIMUCDH
CEAHCOB

B ToM 4ncne c nepenayvent
OAaHHbIX MO NPOTOKONam
RDP, SSH n HTTP(s) —
nepBas Ha pPblHKE
TEXHOMNONMSA C 3asBfE€HHbIM
NaTEHTOM

FUDO PAM

a s

BJIOKUPOBKA C
NMNMPUMEHEHUEM
AJICOPUTMOB UEBA

BbisBneHne aHomanum
NEeNCTBUU Nosib3oBaTeENEN
n obHapyxeHune B3rioma
YY4ETHOMN 3anNncCu MeHee
yeM 3a 60 cekyHa

www.fudosecurity.com

.'J

PASBEPTbIBAHUE
3A 1 JEHb

Hukakux areHToB. HUKakmx
noAgknoyaemMbiX MOOYIMEWN.
KomMmnneKkcHoe pelleHune,
KOTOpOe Nnerko

BHeOpuTb 3a 1 AeHb

FUDO

SECURITY



FUDO PAM
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OUCIMNETYEP OUCIMNETYEP
CEAHCOB CEKPETHbIX
NAPOINEW

3AINMNCb N KOHTPOIb

KOMIMJIEKCHOE PELWEHNWE
anA YHnPABJIEHUA
NAPONAMA

FUDO PAM

OBHAPYXEHUE
OTKNOHEHUN
NMOCPEOCTBOM UA

AHATNTMTUKATIO
AKTUBHOCTW NMPAMO BO
BPEMA PABOTHI

www.fudosecurity.com

o

LUITH03 ANA AHAJIU3ATOP
AOOCTYIA : QOPPEKTUBHOCTHU
NMOJNIb3OBATEJIEN
OBECIMEYEHUE
YIOOBHASA CPEOA ONsA OKYMAEMOCTW
YOANEHHOW PABOTbI MHBECTULNW NMPA
PABOTE C
MNOOPAOYNKAMM

Pad

FUDO

SECURITY



MPEMMYLLUECTBA FUDO PAM

® be3onacHasa u YnpaBneHne naponamm
‘j achekTBHAA paboTa C a M 00N OOCTYN K YYETHbLIM

BaXXxHbIMU N T-cuctemamm 3anncam

[lpoBepKa KOPPEKTHOCTU

OENCTBUN NoapPAOYUKOB N UX
B0O3MOXXHOCTb A0OKa3aTb KOPPEKTHOCTb

CMET
ﬁ MNn 3rnoBpeaHOCTbL AeNCTBUN (MOXKHO

y B T.4. UICNONb30BaThb B cyde
[lpoTuBOAEencTBUE yAe)

- 3roynoTpebrieHnssM CO CTOPOHDI
[T\ nonbsosateneii bbicTpoe
paccriegoBaHue/pearnpoBaHue

FUDO PAM www.fudosecurity.com FUDO

SECURITY



[MTPUMEP NCTIOJIbSOBAHIA Nef

BE3OMNACHbIN YOANEHHbIN OOCTYN

X @

NMPOBJIEMA PELUEHUE
HEXBATKA BPEMEHW HA BHEOPEHWE BHEOPEHWE 3A 1 OEHb
PELUEHWMA 018 OOHOBPEMEHHOIO
YIOANEHHOIO AOCTYMA HECKOMBKMX BE3OMACHOE YOANEHHOE MOOK/IOYEHVE K CEPBEPY B
COTPYOHVNKOB OOHO OENCTBUE BAFOOAPA PELLEHNIO FUDO

MPOCMOTP OAHHbIX CEAHCA B PEXXUME PEAJIBHOIO

PASHbIE YPOBHU/ TEXHUNHECKOW MO AIrOTOBKU BPEMEHU VX COXPAHEHUE VMV NPUHATUE

SOUFRARING 2 HEOBXOAVMbIX MEP HA YPOBHE AOMUHNUCTPATOPA
OTCYTCTBME KOHTPOJIA 3A PACMO3HABAHME MOAO3PUTESIBHOM UK
KOHOUAEHLMAJIBHBIMA OAHHBIMA TPV 3AMPELEHHOW AKTVUBHOCTW MPU NMOMOLLUW NI-
YOANEHHOM OOCTVYIE ATTOPUTMOB

FUDO PAM www.fudosecurity.com FUDO
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[TPUMEP NCTTOJIbSOBAHIA Ne2

ABTOMATU3ALMA U NCNOJIb3OBAHUE TEXHOJIOTMU UCKYCCTBEHHOIO UHTEJINEKTA

X @

NMPOBJIEMA PELLEHUE
KPAXXA NN MEPEXBAT YUYETHbIX OAHHbIX COCTABJIEHVE MPODUIEN AKTUBHOCTWU
NONb3OBATENEN HA OCHOBAHUW
NEPEOAYA YYETHbBIX OAHHbIX BEUOMETPUYECKMX OAHHbIX

(OBVDKEHNA KYPCOPA, CKOPOCTb NEYATW)
MNEPEOAYA KOHDEONUMANBHBIX OAHHBLIX
OBHAPY>KEHUE/BENTOKNPOBKA HEOBbIYHOW U
NOOO3PUTEJIbHOW
AKTUBHOCTU

BEJIOKMPOBKA KOMAHL: BbIBOP NMAPAMETPOB
BEJIOKMPOBKU HA YPOBHE AODMUHUCTPATOPA
C YYETOM PEMYNAPHbIX BbIPAXXEHNW

FUDO PAM www.fudosecurity.com FUDO
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[MTPUMEP NCTTOJIbSOBAHIA Ne3

PELUEHUE NMPOBJIEMbI OBLLEIO AOCTYNA K YHETHbIM 3ANMUCAM C NPABAMU AOMUHUCTPATOPA

X @

NMPOBJIEMA PELWLEHUE
OTCYTCTBUE BO3MOXXHOCTU PA3JIUYATD AYTEHTUOUKALIMA KAXKOOIO MNMOJIb3OBATEJIA B
NOJIb3OBATEJNIEN U OQHO3HAYHO CUCTEME FUDO
WOEHTUOULMPOBATDL UX NMPU BXOAE B CUCTEMY NP NMOMOLWN YHUKATTIBHBIX UMEHI 1 TTIAPOJI1A
CJIOXXHAA NPOLEAYPA YNPABNEHUA AOCTYMNOM K
T e ABTOMATUYECKAA 3AMEHA YYETHbIX JAHHbLIX B

PELLUEH FUDO CPA3Y TMNOCJIE YCTAHOBKWHA

BO3MOXXHOCTb BJIOKUPOBATb JOCTYN (HAMEPEHHO NOOKNIOYEHNA

WJIN HET) BCEM AODMUHACTPATOPAM, OOJHOBPEMEHHO

PABOTAIOLLMM B ONPEAEJIEHHOW YYETHOWU 3AMNUCHU NOOOEPYXKA CO3OAHMA MOOPOBHOIO OTYETA O

NOAOKJTIOYEHNAX

FUDO PAM www.fudosecurity.com FUDO
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[MTPUMEP NCTIOJIbSOBAHIA N4

PELWEHUE NPOBNEMbl MHOXXECTBA WAEHTU®UKALMOHHBLIX OAHHbIX NOJIb3OBATEJIEN
(PA3HbIE YYETHbIE JAHHBIE HA KAXXJOM CEPBEPE, TYTAHULA U HECOIJIACOBAHHBbIE MNMOJINTUKU OBHOBJIEHUA MNAPOJIEN, U T. .)

X @

NMPOBJIEMA PELLEHUE
AOCTYIN K PASHOOBPA3HbIM PECYPCAM
« CJIOXKHOCTU NPU YNPABJIEHUN OOCTYINOM (UNIX, WINDOWS, BA3bl JAHHbIX, BEB-CAUThI
AnAa YOAAJIEHHbIX MT.O)C OaHON KOMBUHALIMEN MMEHW
NONIb30OBATEJIEN U3-3A OTCYTCTBUA [MOJIb3BOBATEJIA N MNMAPOJIA BJTATOOAPAH
EOMHOW NPOLEAYPDI BEB-TTOPTAJ1Y FUDO

« MHOXECTBO MOAEHTUPUKALIMOHHBbIX
OAHHbIX NOJIb3OBATEJIEN
B PA3SHbBIX CUCTEMAX.
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[TPUMEP NCTTOJIbSOBAHWNA N5

QOPEKTUBHAA SALLUUTA OT YTEHKU KOPMOPATUBHbLIX OAHHbIX

X @

NMPOBJIEMA PELLEHUE
MPOCTOTA 3APY3KU ®ANJTIOB U CTUPAHUE 3AMNCb BCEX OENCTBWM NOJIb3OBATEEN
OAHHbIX ON1A OTCNEXXUBAHUA HA YPOBHE B CUCTEME FUDO
AOMUHUCTPATOPA

[MPOCTAHOBKA BPEMEHHbIX METOK
CPEOCTBAMM FUDO 019 TOYHOW
NOEHTUDOUKALNU
MONb3OBATENEN N MECTA, I'E BbIJ1A
OBHAPY>XEHA MNOTIbITKA OJOCTYINA K
TPEBYEMOMY ®ANNY BE3 BXOOA B
CUCTEMY

FUDO PAM www.fudosecurity.com FUDO
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[TPUMEP NCTTOJIbSOBAHWNA Ne6

BO3MOXXHOCTb CBOPA VYJIUK AJ1A CYOA

X @
NPOBNEMA PELIEHVE

OTCYTCTBUE KOHTPOJS 3A PAEOTOW LIMOPOBAHUE COXPAHEHHbLIX AAHHbLIX CPEACTBAMU FUDO

YAANEHHbLIX AOMUWHUCTPATOPOB OBECMEYEHUE LENOCTHOCTU OAHHbIX CPEACTBAMU FUDO
HEQOCTATOK B CUCTEMHBIX YXXYPHAJAX NPOBEPKA JINYHOCTEM MOJIb30BATEJEN MPY MOMOLLN
NHOOPMALIAN, KOTOPYIO MOXHO BHELUHEW CUCTEMbI AYTEHTUDUKALIMM
NCNOJIb3OBATDb B KAHECTBE YJIMK NPOCTAHOBKA BPEMEHHbIX METOK CPEACTBAMW FUDO A/1A

: NOATBEP)XAEHWUA NOAJIMHHOCTMN BCEX 3ANUCAHHbIX
OTCYTCTBUE TAPAHTUN OTHOCWUTEJIbHO MATEPUAJIOB

LEJIOCTHOCTU OAHHbIX, COBUPAEMBbLIX MO

CTAHOAPTY SIEM 3AMNCAHHBIE NP NOMOLWWU CPEACTB FUDO AAHHBLIE

CEAHCOB — 3T0O
YBEOUTEJIbHOE CBUAETEJIbCTBO ANA CYOA

FUDO PAM www.fudosecurity.com FUDO
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[MTPUMEP NCTIOJIbSOBAHIA No7

YOOBHbIV OBLMA OOCTYN K PABOYUM CECCUAM

X @

NMPOBJIEMA PELLEHUE
NOAAEP)XKA OQHOBPEMEHHOW PABOTHDI
OTCYTCTBUE KBAJTIMOULIUPOBAHHbIX CUCTEMHOIo AAMMHUCTPATOPA
CMNEUMAJINCTOB ANA BbINOJIHEHUA U YOAJIEHHOIO MNMOJIb3OBATEJIA B PAMKAX
NMOCTABJIEHHOU 3A0A4HN OAHOIo CEAHCA FUDO
HEBO3MO)>XHOCTb BbINOJIHATb AENCTBUA, BO3MOXHOCTb BBOJA NAPOJIA
TPEBYIOWWUE AOMNOJIHATEJIbHbIX HABbIKOB, AOMWHUCTPATOPA FUDO AJ1Ad AOCTYINA K
BE3 PACKPbITUA AKTYAJIbHbIX YHETHbIX HY>XHbIM PECYPCAM B OBbIHHOM BEB-
AOAHHbIX BPAY3EPE BE3 NOKA3A YOAJIEHHOMY
NMOJIb3OBATEJIIO

FUDO PAM www.fudosecurity.com FUDO
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[TPUMEP NCTTOJIbSOBAHIA Ne8

PELWUEHUWE NMPOBJIEMbI MPEAHAMEPEHHOI'O 3JIOYINOTPEBJIEHUE NMPABAMMUW NPU PABOTE BHELWHUX

noarPAOQ4YNKOB
I
NMPOBJIEMA PELLEHUE
« OTCYTCTBUE BECKUX OOKA3ATEJIbCTB NPU 3AMNCb N KOHTPOJ1Ib BCEX OENCTBUN
OBHAPY)XEHUN HE3ABEPLUEHHbIX WA BHELLUHWMX MOJIbSOBATEJIEN
NOOO3PUTEJIbHbIX 3AOAY (BINMOJIHEHME KOMAH, MEPEOAYA ®ANIOB

NT.O)BCUCTEME FUDO
B IXYPHAJIAX BPAHOMAY3PA — TOJIbKO

NMNOAOTBEPXOEHUE PAKTA JOCTYMNA K
ONMPEAEJIEHHbIM PECYPCAM BE3 YKA3AHUA
KOHKPETHOI'O NMOJIb3OBATE/JIA

FUDO PAM www.fudosecurity.com FUDO

SECURITY



[MTPUMEP NCTTOJIbSOBAHWA Ne9

PELWWEHWE NPOBJIEMbl HEMPEAHAMEPEHHOI'O 3J1IOYNOTPEBJIEHUE NMPABAMU BHELWWHUX NOAPAOYUKOB

X @

MPOBJIEMA PELLWEHUE
3AMMCb BCEX JEVICTBUN MOSIb30OBATESIEV
OTCYTCTBME KOHTPOJIA 3A BbINOJIHEHNEM (BBINMOMHEHHBIE KOMAHbI, MEPEOAHHBIE GAALI U T. [.)
NMOCTABJIEHHOU SAOA4HA B CUCTEME FUDO
AKTUBHbIV KOHTPOSTb AENCTBU MOJNL3OBATENEN B
SO 2Ll A0 CUCTEME FUDO C BO3MOXHOCTbBIO ABTOMATUYECKOTO
MPEPbLIBAHWA NMOOKMIOYEHNA Y BPEMEHHOW
3AOEPXXKW MPU OBHAPY>XEHMU OLLUBOK B/IOKMPOBKW YYETHOW SATUCY MPY OBHAPYXXEH
YOANEHHbIX ADMUHUCTPATOPOB HECAHKLIIOHNPOBAHHbIX AENCTBIV
MPOCMOTP JAHHbIX B PEXXVME PEAJIbHOIO BPEMEHW
YEPES

BEB-BPAY3EP NPV NMOMOLLN CPEOCTB FUDO

FUDO PAM www.fudosecurity.com FUDO

SECURITY



[MTPUMEP NCIOJIbSOBAHWA Ne10

PELWEHUE NPOBJIEMbl HEQ®®EKTUBHOWU PABOTbI MPUBJIEYEHHbIX BHELLHUX NOAPAOYNKOB

X @

NMPOBJIEMA PELLEHUE
BbICOKAA CTOUMOCTb W HU3KAHA 3ANMUCb OEMCTBUN NOJNTIb3OBATEJIEU ONA
ADPDEKTUBHOCTb YCNVYI BOCNMPOU3BEOAEHNA CEAHCA B
KOHCANTUHIOBbIX KOMMNAHUA BUOAEO®OPMATE NMPU MNOMOLLU CPEACTB

FUDO

OTCYTCTBUE CPEACTB OJ14 NPOBEPKU
BPEMEHHbIX 3SATPAT HA BbINOJIHEHUE IrPAOUYECKUE OTUYETbI O PAKTUUHECKOM
OrOBOPEHHbIX B OFrOBOPE YCNYI BPEMEHU PABOTblI KOHCYJIbTAHTOB B

CUCTEME FUDO

FUDO PAM www.fudosecurity.com FUDO

SECURITY



[MTPUMEP NCIMOJIb3OBAHWA Ne1A

9OOEKTUBHOE PACCJIEAOBAHUE U AHANTN3 AENCTBUU NO CNYYUBLLEMYCA MHUMOEHTY

NMPOBJIEMA PELWWEHUE

3AIMNMCb N COXPAHEHWE B CUCTEME FUDO
OAHHbIX BCEX NOOKJTIOYEHN MO

« BbICOKAA CTOMMOCTb AHAJIU3A MNOCIJIE [MPOTOKOJIAM RDP, SSH,
ATAKU U3-3A HEOBXOANMMOCTU NPUBJIEKATD HTTP/HTTPS, VNC, MYSQL N TELNET
AJOPOIroCTOAWNX CNELUUATIUCTOB /
KOMMAHUN BO3MO>XHOCTb NONCKA B CUCTEME FUDO
HY>XXHbIX CEAHCOB OOCTVYIA N UX TIPOCMOTPA
« OTCYTCTBUE OHEBUAOHbIX AOKA3ATEJIbCTB B BUAEODOPMATE

BO3MO>XHOCTb NONCKA B CEAHCAX HY>XHbIX
OPA3 NP NoMoL CPEOCTB FUDO

FUDO PAM www.fudosecurity.com FUDO

SECURITY



[MTPUMEP NCIOJIbSOBAHWA Ne12

ABTOMATUYECKOE OBHAPY)XEHUE U OOBABJIEHUE YYETHbIX 3ANUCEWN NOJIb3OBATEJA

X 193

NPOBJIEMA PELUEHUE

- YBEJIMYEHME YUCIIA NMPUBUNTETMPOBAHHbIX v ARk Al Ss A VR e g R = I
YYETHbIX 3ANUCEN SATNUCEN
HEMCIONb3YEMBIE YYETHBIE 3ANUCW/ - NMEPEHOC BCEX HEM3BECTHbIX MPO®UJIEN
HOBbIE HEU3BECTHbIE MPO®UIIN B KAPAHTUH

NMOJIHbIA OB30P, MPODUNIAKTUKA
NMNOABJIEHUA «CJElNbIX 30OH»

FUDO PAM www.fudosecurity.com FUDO
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[MTPUMEP NCIOJIbSOBAHWA Ne13

ABTOMATU3ALUNA PABOYUX MPOLECCOB AJ1A BPEMEHHOIO AOCTYINA K CACTEMAM (JIT)

X @
NPOBNEMA PELIEHVE

- HEPEIYNIAPHOE OBCNY)XUBAHVE CEPBEPOB NPEOBAPUTEJIbHAA HACTPOUKA N OOCTVYI MO 3AIMNPOCY

BPEMEHHbIVN 0OCTYN 019 NOAPAOYNKOB

 KPYIMNHAA OPTAHU3ALUA, SAMNYTAHHbBIE
PABOYUE TPAOUKM COINMACOBAHUE OOCTYTA HA HECKOJIbKMX YPOBHAX

y y onAa AOCTVOKEHNA EONHOOYLWIHOIO COIrMIACUA NI
OTCYTCTBUE CINEUUAJIBHOU PABO4YEWN HANOYEHUA BETO
MPOLUEAYPLI ONA AOCTYNA K BAXXHbIM

CUCTEMAM MO OBECMNEYEHUIO COOTBETCTBME MPABAM OOCTYMNA K BAXXHbBIM
HEMNPEPbIBHOCTU BU3HECA CETMEHTAM UHDPACTPYKTYPbI, OBO3HAYEHHbLIM B
NONIMTUKAX BE3OMACHOCTU

FUDO PAM www.fudosecurity.com FUDO
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[MTPUMEP NCIMOJIb3OBAHUA Ne14

OJOKYMEHTUPOBAHUE PABOYUX SAAOAY U NMOAITOTOBKA OBYHAKOLWNX MATEPUAJIOB

X @

NMPOBJIEMA PELEHUE
OES3AHHOCTEN 1 BPEMA3ATPATHOE BUOEOOOKYMEHTALMKO MO BbINONHEHHOW
NOOKYMEHTUPOBAHUE PE3YJIbTATOB PABOTE

BbINMOJIHEHHbIX 3AOAH -
NCIOJIbSOBAHUE SATNMTMCEN CEAHCOB B

. BOJIEE BbICOKASA 30PEKTUBHOCTDb KAYHECTBE MHTEPAKT/BHbIX OBYYAIOLLNX
BUOEOMATEPUAJIOB MO CPABHEHMUIO C MATEPWAJIOB (C BOBMO>XXHOCTbIO NOUNCKA U
ANOKYMEHTALMEW B TMCbMEHHOM BUJE NMNEPEMELLEHWA MO BPEMEHHBIM METKAM)

FUDO PAM www.fudosecurity.com FUDO
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BAPWNAHTbI PASBEP TbIBHUA

[MPOIrPAMMHO-ATITIAPATHBIE KOMIMJIEKCbI FUDO:
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F500x

www.fudosecurity.com

BUPTYAJIbHbIE AMNJTIAEHCbBI OJ1A
BEbICTPOIO 3AINMYCKA HA
KOBEOU MNATOOPME:
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"

SSSSSSSS



Makcum [Npaxos
MeHemxkep no ctpaHam CHI
Fudo Security Russia & CIS

TenedoH: +7 (917) 570 87 38

FUDO PAM

CNACUBO!

m.prakhov@fudosecurity.com

www.fudosecurity.com

FUDO

SECURITY



